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== Why using Docker?

== Docker for Data Science and Machine Learning
== Security and performance

== Do not reinvent the wheel, automate

== Tips and trick to use Docker






o@?ﬂ Your application

Import Error:
no module name
Xy, VYV, X

How are your users or colleagues meant to know what dependencies they need?



WHAT IS DOCKER?

A tool that helps you to create, deploy and run your applications or

projects by using containers.

‘ 4 This is a container
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HOW DO CONTAINERS HELP ME™

Your qu’rop

They provide a solution to the

problem of how to get software to

run reliably when moved from one é Test enwronmen’r

computing environment to another

S’rqglng environment

Produc’rlon environment



Th@s 0

Libraries, dependencies,
runtfime environment,
configuration files



Each app is
containerised
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Each runs as an isolated process
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CONTAINERS VIRTUAL MACHINE

At the hardware level

Full OS + app +
binaries + —
libraries

HOST OPERATING SYSTEM HYPERVISOR

INFRASTRUCTURE INFRASTRUCTURE




IMAGE VS CONTAINER -
: archive with all the

data needed to run the app

When you run an image it l
creates a




COMMON PAIN POINTS IN DS AND ML

Complex setups / dependencies

Reliance on data / databases

Fast evolving projects (iterative R&D process)

Docker is complex and can take a lot of time to upskill

Are containers secure enough for my data / model /algorithm?






HOW IS IT DIFFERENT FROM WEB APPS FOR EXAMPLE"

Drawing a line to the scope of Python packaging

B Packaging

m Tzu-ping Chung uranusjr

Another topic in the Big Picture thread | found interesting (.

9 Sylvain Corlay (SylvainCorlay)

@dstufft @pwang @WillingCarol @brettsky @vorpalsmith @zooba @uranusjr
' @acanthamoeba @ncoghlan_dev @kushaldas Although there is a continuum of
things between "we need BLAS", and "we need R". Where is the limit?

It feels to me that with language-specific packaging tools, you soon find a cliff
somewhere between those two usecases.
6:46 PM - 11 Feb 2019


https://twitter.com/dstufft/status/1095164069802397696
https://twitter.com/dstufft/status/1095164069802397696

HOW IS IT DIFFERENT FROM WEB APPS FOR EXAMPLE"

Not every deliverable is an app

Not every deliverable is a model either
Heavily relies on data

Mixture of wheels and compiled packages
Security access levels - for data and software

Mixture of stakeholders: data scientists, software engineers, ML engineers



BUILDING DOCKER IMAGES

- N N docker-ds - Dockerfile
are used to create

Docker images by providing a set FROM python:3

of instructions to install software, |
COPY yourscript.py /

configure your image or copy
files

RUN pip install flask

CcMD [ "python", "./yourscript.py" 1]




DISSECGTING DOCKER IMAGES

00 docker-ds - Dockerfile

FROM python:3

Base image —

o ) COPY yourscript.py /
Main instructions
RUN pip install flask

En’rry command ———p CMD [ "python", "./yourscript.py" ]




DISSECGTING DOCKER IMAGES

00 docker-ds - Dockerfile
INSTALL PANDAS

INSTALL REQUESTS
INSTALL FLASK

FROM python:3

BASE COPY yourscript.py /

IMAGE

RUN pip 1install flask
RUN pip install requests
RUN pip install pandas

CMD [ "python", "./yourscript.py" 1]

Each instruction creates
A layer
(like an onion)



CHOOSING THE BEST BASE IMAGE

If building from scratch use the

3.7.7-slim-stretch 155MB

3.7.7-slim-buster

3.8.2-slim-buster



https://github.com/docker-library/docs/tree/master/python
https://github.com/docker-library/docs/tree/master/python
https://hub.docker.com/_/python
https://hub.docker.com/_/python

THE JUPYTER DOCKER STACK

ubuntu@SHA

Need Conda, notebooks and

base-notebook

scientific Python ecosystem?

Tl‘y minimal-notebook

v

scipy-notebook r-notebook

v v

tensorflow-notebook datascience-notebook | pyspark-notebook
all-spark-notebook |


https://github.com/docker-library/docs/tree/master/python
https://github.com/docker-library/docs/tree/master/python
https://jupyter-docker-stacks.readthedocs.io/
https://jupyter-docker-stacks.readthedocs.io/

BEST PRACTICES

docker-ds - Dockerfile

FROM jupyter/base-notebook:6.0.3

Always know what you are # Add metadat:
. LABEL maintainer="Tania Allard"
EE)(F)EECZTIr1g; LABEL securitytxt="https://ww.example.com/.well-known/security.txt"”

Provide context with Q| S AT e e
'pandas=1.0.3" \

. 'dask=2.14.%"' \
Split complex statements 5 \

and sort them conda clean —all -f -y

Prefer to add files T

COPY ./your-project data-sci-demo/



https://hub.docker.com/_/python
https://hub.docker.com/_/python
https://docs.docker.com/develop/develop-images/dockerfile_best-practices/
https://docs.docker.com/develop/develop-images/dockerfile_best-practices/

SPEED UP 30UR BUILD

docker-ds - Dockerfile

Leverage build cache

Install only necessary
packages

COPY ./requirements.txt /tmp/

RUN conda install --quiet --yes --file /tmp/requirements.txt &&\

® @ © docker-ds - requirements.txt conda clean --all -f -y

pandas=1.0.3
dask=2.14.%



https://hub.docker.com/_/python
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https://docs.docker.com/develop/develop-images/dockerfile_best-practices/
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SPEED UP 30UR BUILD AND PROOF

00 docker-ds - Dockerfile

Leverqge bu||d chhe FROM jupyter/baseQndtebook:6.0.3_

InS'I'G” Only neCGSSCH’y PCICkClgeS LAB"ELA ﬁiaihtainer="Tania Allard”

LABEL securitytxt="https://ww.example.com/.well-known/security.txt"

Explicitly ignore files

COPY ./requirements.txt /tmp/

® @ © docker-ds - .dockerignore
/ mer RUN conda install --quiet --yes --file /tmp/requirements.txt &6\
Readme.md ¢+ do not forget to clear f e
conda clean --all -f -y

./yourproject/data ’ i s tructLon

/Y PEo 4 4 RUN mkdir data-sci-demo

COPY ./your-project data-sci-demo/

appsettings.json
.env
supersecretkeys.json



https://hub.docker.com/_/python
https://hub.docker.com/_/python
https://docs.docker.com/develop/develop-images/dockerfile_best-practices/
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MOUNT VOLUMES TO AGCESS DATA

You can use bind mounts to directories

(unless you are using a database) 06 docker-ds - workflowyml

Avoid issues by creating a non-root

user docker run --volume /home/user/yourproject:/yourproject mycontainer

docker run --volume /home/user/yourproject:/yourproject:ro mycontainer

docker run --volume /homse/user/article-x-supplement/data:/data:ro \
—--volume $(pwd)/outputs:/output-data:rw mycontainer



https://hub.docker.com/_/python
https://hub.docker.com/_/python
https://docs.docker.com/develop/develop-images/dockerfile_best-practices/
https://docs.docker.com/develop/develop-images/dockerfile_best-practices/




MINIMISE PRIVILEGE - FAVOUR LESS
PRIVILEGED USER

Run as non-root user ( 00 docker-ds - Dockerfile

t) FROM python:3.8.2-slim-buster

Lock down your container:

RUN useradd --create-home jovyan
WORKDIR /home/jovyan
USER jovyan

Minimise capabilities



https://hub.docker.com/_/python
https://hub.docker.com/_/python
https://docs.docker.com/develop/develop-images/dockerfile_best-practices/
https://docs.docker.com/develop/develop-images/dockerfile_best-practices/

DON'T LEAK SENSITIVE INFORMATION

Remember Docker images are like onions. If you copy keys in an intermediate layer

Keep them out of your @


https://hub.docker.com/_/python
https://hub.docker.com/_/python
https://docs.docker.com/develop/develop-images/dockerfile_best-practices/
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00 docker-ds - Dockerfile
USE M U L I I S I AG E B LI I L DS FROM python:3.8.2-slim-buster as compile-image

RUN apt-get update

RUN

apt-get install -y --no-install-recommends gcc build-essen
tial gcc gfortran

Fetch and manage secrets in
an intermediate layer

RUN python -m venv /opt/venv

ENV PATH="/opt/venv/bin:$PATH"

Not all your dependencies wiill
have been packed as wheels

COPY requirements.txt /tmp/

. . EQL-JZQJ(::/I;I??Tstrip—all -I/usr/include:/usr/local/include -L/u
so you might need a compiler - sx/Uib: /ust/Local /11"
. . . \
build a compile and a runtime pip install \

--no-cache-dir \

im(]ge --compile \

--global-option=build_ext \
--global-option="-j 4" \
-r /tmp/requirements.txt

Smaller images overall

FROM python:3.8.2-slim-buster as runtime-image
COPY --from=compile-image /opt/venv /opt/venv

ENV PATH="/opt/venv/bin:$PATH"



https://hub.docker.com/_/python
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00 docker-ds - Dockerfile
USE M U L I I S I AG E B LI I L DS FROM python:3.8.2-slim-buster as compile-image

docker build --pull --rm -f “Dockerfile"\
-t trallard:data-scratch-1.0 "."

RUN apt-get update

RUN
apt-get install -y --no-install-recommends gcc build-essen
Docker tial gcc gfortran
image
RUN python -m venv /opt/venv
ENV PATH="/opt/venv/bin:$PATH"
. COPY requirements.txt /tmp/
Copy virtual
RUN CFLAGS=
EnVIronmen-l- —g0.—W1,——str1p—alT -I/usr/include:/usr/local/include -L/u
sr/lib:/usr/local/lib"
Docker \
image pip install \

--no-cache-dir \

—-compile \
--global-option=build_ext \
--global-option="-j 4" \

-r /tmp/requirements.txt

FROM python:3.8.2-slim-buster as runtime-image

COPY --from=compile-image /opt/venv /opt/venv

ENV PATH="/opt/venv/bin:$PATH"



https://docs.docker.com/develop/develop-images/dockerfile_best-practices/
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00 docker-ds - Dockerfile
USE M U L I I S I AG E B LI I L DS FROM python:3.8.2-slim-buster as compile-image

FINAL IMAGE RUN apt-get update

RUN

apt-get install -y --no-install-recommends gcc build-essen
tial gcc gfortran

Docker RUN python -m venv /opt/venv

image :
ENV PATH="/opt/venv/bin:$PATH"

COPY requirements.txt /tmp/

RUN CFLAGS=
"-g0 -Wl,--strip-all -I/usr/include:/usr/local/include -L/u
sr/lib:/usr/local/lib"
\
pip install \
--no-cache-dir \
—-compile \
--global-option=build_ext \
--global-option="-j 4" \
-r /tmp/requirements.txt

FROM python:3.8.2-slim-buster as runtime-image

COPY --from=compile-image /opt/venv /opt/venv

ENV PATH="/opt/venv/bin:$PATH"
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PROJECT TEMPLATES

Need a standard project template?

Use
Or

Makefile
config
L—— jupyter_config.py

data

docker
L pockerfile

model

my_data_science_project

__1nit__ .py
notebook
requirements.txt

scripts

docker-ds - workflow.yml

Makefile contains many targets such as create docker container or
get 1nput files.

This directory contains configuration files used 1n scripts

or Jupyter Notebook.

data directory contains the input resources.

docker directory contains Dockerfile.

Dockerfile have the container settings. Users modify Dockerfile

1f additional library 1s needed for experiments.

model directory store the model files created in the experiments.
cookie-cutter-docker-science creates the directory whose name 1s same

as project name. In this directory users puts python files used in scripts
or Jupyter Notebook.

This directory stores the ipynb files saved 1n Jupyter Notebook.
Libraries needed to run experiments. The library listed in this file
are installed in the Docker container.

Users add the script files to generate model files or run evaluation.



https://github.com/docker-science/cookiecutter-docker-science
https://github.com/docker-science/cookiecutter-docker-science

conda 1install jupyter repo2docker

& ”n

jupyter-repo2docker “.

Leverage the existence and usage

of tools like

Already configured and optimised

for Data Science / Scientific

computing.



https://repo2docker.readthedocs.io/en/latest/howto/deploy.html
https://repo2docker.readthedocs.io/en/latest/howto/deploy.html

DO NOT REINVENT
i THE WHEEL

Pipfile and/or Pipfile. lock - Install a Python environment
requirements. txt - Install a Python environment
setup.py - Install Python packages

Project.toml - Install a Julia environment

REQUIRE - Install a Julia environment (legacy)
install.R - Install an R/RStudio environment
apt.txt - Install packages with apt-get

DESCRIPTION - Install an R package

manifest.xml - Install Stencila

postBuild - Run code after installing the environment
start - Run code before the user sessions starts
runtime. txt - Specifying runtimes

default.nix - the nix package manager

Dockerfile - Advanced environments

©c ©¢ 0o o o 0 © 0 © O o o o o
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00 docker-ds - workflow.yml

name: Publish to Registry
on:
release:
types: [published]
schedule:
# Build your images frequently
- cron: "0 2 x x Q" # Weekly on Sundays at 02:00 . ) .
jobs: Set Continuous integration

update:
runs-on: ubuntu-latest (Travis, GitHub Actions, whatever

steps:
- uses: actions/checkout@master you prefer)
- name: Get release version
1d: get_version

run: echo ::set-env name=RELEASE_VERSION:: $(echo ${GITHUB_REF:10}) And delegqfe your build = QISO

name: Build and publish
uses: docker/build-push-actiongvl :
e build often.
username: ${{ secrets.DOCKER_USERNAME }}
password: ${{ secrets.DOCKER_PASSWORD }}
repository: myorg/myrepository
tag with_ref: true
tag with_sha: true
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Code in version control
Trigger on tag / Also scheduled trigger
Build image

Push image







TOP TIPS

1. Rebuild your images frequently - get security updates for system packages

2. Never work as root / minimise the privileges

3. You do not want to use Alpine Linux (go for buster, stretch or the Jupyter

stack)

4. Always know what you are expecting: pin / version EVERYTHING (use pip-

tools, conda, poetry or pipenv)

5. Leverage build cache



TOP TIPS

6. Use one Dockerfile per project
7. Use multi-stage builds - need to compile code? Need to reduce your image size?

8. Make your images identifiable (test, production, R&D) - also be careful when

accessing databases and using ENV variables / build variables
9. Do not reinvent the wheel! Use repo2docker
10.Automate - no need to build and push manually

11.Use a linter
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